13

2.1

2.1.1

13

wannacry”

Windows

“ WannaCry”

Windows SMB

wannacry”

MS17-010



W Yana DecryptOr 2.0

Payment will be raised on

516/2017 02:26:59

Time Left
e

Your files will be lost on
5/20/2017 02:26:59

Time Left

2.1.2

2.1.3

445

A R e T 2 ) 7

ot — W E B RENERTT -

A - BIH - X - ERE - WS W - exe XPEW « JLFATHERIEY
AR T BT RERTH -

A FI—A CPERAF A L IRR) - SATERA LIRS E X 5E iR
PRI R RIENORTRS - REEEFET TR L -

R AT A SRS 54 7

Lok B WA E « DHEME IR RS T et - MLLAREHER - 5
BRftEe HRARERS - -
(X R PREY » T RETIRMAAY IR -

- ‘lé‘.g <Decrypr> JEHH - MATLISWIEE — LK - WERL - HBBT2

IR {REY

{EANGE N £ 808 - MR .

8 ERARS AN ST LIE T ST 8 - WS WS LT « BB EEE

0 R -

BIF3EZARRE  ET=ZXRARSHIE -

A - — T ILEZ AR  BRAEHRETT -

T BT &R RELLEBETHASA  ARENEHREN - ETK 5|

$300 worth of bitcoin to this address

13AM4VIW2dhxY gXeQepoHkHSQuySNgaEbS4 ﬂ

445

2.1.3.1Win7 Win8 Winl0

1)




Internat

7 Internet THia{RiR

. Tcam

2) - -Windows Windows
i Windows Bk
« v 4~| & > BEEE > RS2 > Windows BkiE
- — "
——— &R Windows B} B EHRIF{REVEEE
Windows FKEEMTIT 2ERTESHET Internet SEFIEHAENREER.
SEUEACFRRITREEIT Windows
e EFIIEEE
@ R Windows BiEERRma S
e Semanan
© ZFeE EmmREaTL)
@ =qaE
HRSE RS l Q sERER) g O
Q == EREP) B )
AR BEE ) AR
BHEMSENENEE
(LIRS 8y SEEE.
SEAEIE

9 @® A Windows Bk

[ EILAFERAEE , QiERT AR IS
[ Windows st RTRaT B

g (O %8 Windows BRAE0RED)
AERE
9 @ 2F Windows EkiE
[IELFERIEE , SETF RS Tia
[ Windows Bk sIEL 3 masEs

g (O % Windows BRAEAEER

4)



ﬂ Windows FiAE
« o v ¢ @ BEE > EHDES > Windows BidE
f£F3 Windows PR kIS EE BRI RAVER R

iR
) Windows PiiiEEE T 2EEEESHETD Internet BiFEAEMRIE]
SeiFR FERETREEIE Windows
e B @ sarsr
G =xEmas
e . E P AT
SRR (RN AR R HE ) FRa RS
BE f Windows Rk iSHz:
[BI AR SRIEFPFRR [AN=
= ms R
Windows Bk 508 10588 B
445
P SEE2 Windows FikiE o _
EE  EBfEa EEW EEH)
LE IR liE]
B L SRS Wing
B A
EEEa]
== ]
5,
J P FRAEAES X
CIETE S ]
BEECRRM M
£ 3 L
No s ETal = gt
1o mivown 5
o TR (E)
“ £ FeRlTE PR AN
¢ BETH ® #®0o
= F5) TCP o WP RCEREIAM - ;
i O WEX(E): -
“EHBLE " TS E
b windows PISTHRGEZAVAN - E
i O BEX© o
| XM -
5
Y
g
il
< E—%E nH
- — . T

445



J @ FR s X
xR0
SR AR

5%
 R— BARERT 10 R 1w
4o thiamsn 83.:;
o B{F
il » msue
o £ EEAMMIGE A F R MR T R e im O
T O s
® HA RS [e5 ] ‘
e 443, 5000-5010 E
[ I
&
3

| P FE EANES
313
EETEE SN ER R A SR E TR -
P8
MMz EE TSR ER R R T AR
im0 O hvrEE@
B EIERRA TPsec FAPATER, LIRAER TPsec HIPMES-
GiF it O BfnirEekEo
ot e e s o rppe A TRe oo ST BTN o A A (AR TP, FERE cigil,
e T e
i
i i
B it 007 H‘H
1
s
$
]
(1]
CE—£®m | %> HLH H
_ T L = = ~— -_—




— S— S S

{ @
o REXL
RN AR E
| 5%
 P— AR
o im0
s 1)
i #iE AT i R -
o EETH S
l" o HHHLEETIE ARHE (B0, ST (et MR-
i AR r
HEHEEEI AR B -

=T T

it
=

.~

=l ]

i < k5@ BLH

S - o) = = T

10)

J o FRASIIES X

L4

SR ER R -

E=:

o miE

Yo pivaman

|° B )

In BB B
- EH Bt @75 )

T

[~

< F—%@) BLE

11) MS17-010 winxp_sp3 winl0 win2003
win2016
https://blogs.technet.microsoft.com/msrc/2017/04/14/protecting-customers-and-eval
uating-risk/?from=timeline&isappinstalled=0



© » 2EER » RIS Internet » FEEE »

R v EREMERE ST EaEiisE ElutiEEniaE

Wil |
> _ BER
@7 Intel(R) PRO/1000 MT Nel| & BRI |
pre= (V)]
=]
BIEEATS)
k(D)
B ESEM
W EER
12)
] » ZRIER » ESH=2 » Windows Update » SEEE ~ |4 | E=EaEE »
35EE Windows ZEEFRIGE
3 + Windows E1 T TR, B
FILERT B A ST
ESMEIUERERNFE?
EEEFHD
9 g
HEER
Lt EEERHER A AR ERNERR)
BT EER
SRR BN PSS
B Windows Update (EESME 28T , TS SRS oREN. BTEEEHA=0E
Bl
13) Win7 Server 445
server “ v " services.msc

=r S

Windows IHREESFTENIER AT ERETER.

U iz s Internet B8,

$IFF(Q): | services.msc -

wz || o= || wse.

Server



LS

ERE (4t

P #BfER) EEV FEH)

El o =| H [ BT
B
Server EF =R a
Remote Deskto.. tiF.
FILIERS Remote Packet... Allo..
.23 - - C oo
'
Shell Hardware ... %&.. DEF B S
Smart Card BE.. F& FHHERE
Smart Card Rem... tiF... F& FisER
SNMP Trap B £ RS
Software Protect.. B .. DE¥ SMGER. MEES
SPP Notification .. 12¢%.. DEH F3 HIES
SSDP Discovery BEm E3 RS
7R (e
Server EUBHECENEHE) ==
(B2 |BE | fFEEE
BR#&HR: |
e Serwver
. - o
i % ﬁH?lEﬂW%E"JSZ%"\EE  HE .
% g%‘» NRARF 121, 1L EEKEJFEO <
i
BIAT S FRIETE
C:\findows'system32hsvehost. exe —k netswes
s |[EE v
EhiHIE
BREIATS: =31
EE BLD EE® FE®

0 ﬂ

win7

C:lUsers™

S hhkit SRS SElSERTIE AR RIS -

HHE

netstat —an 445

snetstat —an

LISTENING
LISTENING
LISTENING
LISTENING




R #fER) BBV EEH)

P e R | )

A L e Co—
Lo B & ’ EEw# SER B BR - || ANSEE -
Eg’fﬁ”ﬂm D =n = = @ ..
; et @ Microsoft Office - A 2 niF B .|| v smEmmmE »

@ Microsoft OneN M +A s fiF T T mmEn N

(@ Microsoft OneN SHIO +H 2 E B - R

@Microsoft share|__BRD) | =5 = wE B "

@Microsoft Share| ey =5 = nE B == '

@ BranchCache 73t anchCache - HEEHEH... Fid = hiF B ol R ’

@ BranchCache FE(H) anchCache - HEHE(. W& = aE & = SwEE

@ BranchCache FEEEFRES(HTTPI)  BranchCache - FEEERR.. il 5 aiE = H ==

@iscs1 BETCP-In) iSCSI RS =5 = niFE F

@iscst BETCP-In) iscsl BE H B B wiE smb =

@ Media Center Extender - HTTP B(TC.. Media Center Extender S = RE = v =R

@ Media Center Extender - qWave (TCP... Media Center Extender  Fiis = RiF B & =i

@ Media Center Extender - qWave (UD... Media Center Extender WE = ®iFr F By =8

@ Media Center Extender - RTSP (TCP-In) Media Center Extender it = siE =5 ®K e

.Med\a Center Extender - SSDP (UDP-.. Media Center Extender il = StiF = I:I B

@ NMedia Center Extender - WMDRM-N... Media Center Extender Fil = A F

@ Media Center Fxtender - XSB (TCP-TM Media Center Fxtendear Fr& = fiiE = n =8 L

2.1.3.2 Win XP

1) Windows
*= Windows BhzkES
LT

BBl R R e . EFEZZAGES Q0F
TASBME. T P | Windows BAcIEH HE
FREASIBAE. & “PINh IR el
OxdAFEE ®
d A IBATRE EEE BEEANES. XH
ndows BB RREEHENEERR o e
Hindows BAY =
BE i

2) 445 “ T K “ regedit”

e EEAEE. TR, TRSE Internet HHEAIS
[T iy tindows BMEITTE.

B s K SRR T wsl
el 2

®. . [ wm= || =& |[=

3) HKEY_LOCAL_MACHINE\System\Controlset\Services\NetBT\Parameters
“ Parameters” “ " —" DWORD ”




& ERESIES
ARE WEQ F

ERTERT

< >

T HET_LOCAL WACKTRE'\STST

4) DWORD “ SMBDeviceEnabled”

CamtrelSati0l \Servi cas\ButBT\Par natars

5)

HiFE MEE FF Y EEXRE Mo
#-(1 mouhid TS
[ MountMgr 28] A
- (L mrai 435 [8¥]BeastHamagueryLonnt
) () uEDi (BB astueryTineent
0 ot [BCacheTimeont
: g mizc [28)EnablelnHDSTS
-] WTServer [RE]NameServerPort
- (] WSESSRY [BE]HaneSrvaner yCount
& (2 WSPCLOCK B8] HansSrvlineryTinsout
& (0 MSPQN [aB]MbProvi der
@23 mssnbios [88]5eszi ondlesphlive
@ (] p [88]5i ze/Snall/MedinnLarge
(3 ¥018
- HdisTapi

445

2R
REG_SE
FEG_IWORD
REG_IWORD
REG_IWORD
REG_IWORD
REG_IWORD
REG_IWORD
REG_IWORD
REG_ST
REG_IWORD
FEG_IORD
BEG_ST
FEG_IORD

C:“Documents and Settings™
Active Connections

Proto Local Address
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ACL TCP 445

2.2.1 Juniper

set firewall family inet filter deny-wannacry term deny445 from protocol tcp
set firewall family inet filter deny-wannacry term deny445 from
destination-port 445

set firewall family inet filter deny-wannacry term deny445 then discard

set firewall family inet filter deny-wannacry term default then accept

#

set forwarding-options family inet filter output deny-wannacry

set forwarding-options family inet filter input deny-wannacry

#

set interfaces [ ] unit 0 family inet filter
output deny-wannacry

set interfaces [ J unit O family inet filter input

deny-wannacry

2.2.2  (H3C)

acl number 3050

rule deny tcp destination-port 445
rule permit ip

interface [ ]
packet-filter 3050 inbound
packet-filter 3050 outbound

acl number 3050
rule permit tcp destination-port 445



traffic classifier deny-wannacry

if-match acl 3050

traffic behavior deny-wannacry

filter deny

gos policy deny-wannacry

classifier deny-wannacry behavior deny-wannacry
#

qos apply policy deny-wannacry global inbound
qos apply policy deny-wannacry global outbound
#

Interface [ 1

qos apply policy deny-wannacry inbound

qos apply policy deny-wannacry outbound

2.2.3

acl number 3050
rule deny tcp destination-port eq 445

rule permit ip

traffic classifier deny-wannacry type and

if-match acl 3050

traffic behavior deny-wannacry

traffic policy deny-wannacry

classifier deny-wannacry behavior deny-wannacry

precedence 5



interface [ 1
traffic-policy deny-wannacry inbound

traffic-policy deny-wannacry  outbound

2.2.4 Cisco

Ip access-list extended deny-wannacry
deny tcp any any eq 445

permit ip any any

interface [ 1
Ip access-group deny-wannacry in

Ip access-group deny-wannacry out

ip access-list deny-wannacry
deny tcp any any eq 445

permit ip any any

interface [ ]
Ip access-group deny-wannacry in

Ip access-group deny-wannacry out
2.2.5

Ip access-list extended deny-wannacry
deny tcp any any eq 445
permit ip any any

interface [ ]



ip access-group deny-wannacry in

Ip access-group deny-wannacry out
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